[image: wasclogo]Wahroonga After School Care Centre Incorporated    

P.O. Box 489, Wahroonga, N.S.W 2076               Phone: 0428 914 394


	Title:
	Cyber Safety Policy 

	Version:
	2.0
	Last Edited:
	Nov 2024
	Approved by Committee:
	August 2025

	Purpose:
	This policy aims to help Wahroonga After-School Care and its community understand cyber safety.




Definition:
Cyber safety refers to the practices and measures taken to protect individuals and organisations from online threats, ensuring a secure and responsible use of the internet and digital technologies. It encompasses a range of activities, including safeguarding personal information, recognising and avoiding cyber threats (such as phishing, malware, and identity theft), and promoting safe online behaviour.
Policy Statement:
Wahroonga After School Care aims to promote good cyber safety practices to its staff, families, and children interacting with the centre to ensure that all centre members engage with digital tools securely and responsibly.
Procedures:
Training and Awareness
1.   	Educators are trained to understand the threats cyber-attacks pose to the centre. This includes threats such as phishing emails and malware/ransomware attacks.
2.   	Educators will aim to engage in age-appropriate discussions with children and families about being safe online and the threats that can be found online. 
Supervision and Guidelines
1.   	Educators will supervise children using digital devices and online platforms during centre activities to ensure a safe and controlled environment.
2.   	 Clear guidelines for acceptable technology use within the centre will be established, including internet access and digital communication.

 Reporting and Response
1.	The centre will encourage open communication regarding any concerns related to cyber safety. Children and families can report incidents or suspicious online behaviours to staff members without fear of reprisal.
2.	All reports will be taken seriously and addressed promptly, with appropriate actions taken to resolve issues and support affected individuals
 Continuous Review
1.	This policy will be reviewed regularly to adapt to new technologies and emerging online safety challenges and ensure that our practices remain effective and relevant.

  Reporting of online child sexual exploitation,
 Reporting of online child sexual exploitation like grooming (being subjected to manipulative behaviours) and extortion, will also  be reported to the Australian Centre to Counter Child Exploitation (ACCCE) and   eSafety Commissioner. 


 
Considerations:
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	·         Technology Policy
·         Privacy Policy
·       
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